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Introduction Services available

Introduction

FortiSwitch Cloud provides management as a service (MaaS) for secure switching infrastructure deployed with
FortiSwitch devices. It provides a centralized discovery, visibility, and configuration management solution without
the need of on-premise hardware, software, or management overhead.

FortiSwitch Cloud manages FortiSwitch devices in standalone mode.

Services available

l Dynamic discovery of a device
l Account dashboard

o Quick snapshot of online devices and PoE power
o Bandwidth usage
o Critical events

l Multi-user support for an account
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Supported models Introduction

l List and detail view of all devices added on the account
l Device-level interface with global view
l Connect to a device (CLI or GUI) individually from portal
l Upgrade device software
l Back up, modify, and restore device configuration
l Check the status of each FortiSwitch unit (online or offline)
l Check the port configuration for all FortiSwitch units
l Decrease debugging time if you need assistance from FortiCare Support Services
l Topology display
l Port administration-status configuration
l PoE configuration
l Switch interface list
l Trunk (LAG) configuration
l VLAN assignment to ports
l List of MAC addresses configured for each FortiSwitch unit
l System and audit logs
l Zero-touch configuration
l Switch groups
l Scheduled switch upgrades
l Email notifications

Supported models

FortiSwitch Cloud supports all FortiSwitch units running FortiSwitchOSRelease 6.0.0 or later.

Whatʼs new in FortiSwitch Cloud version 1.4.0

The following is a list of new features and enhancements in FortiSwitch Cloud version 1.4.0:

l You can now schedule firmware upgrades. You can either specify individual FortiSwitch units to upgrade or upgrade
by switch tags.

l When a FortiSwitch unit is offline for a specified amount of time, you are notified by email.
l You can now use switch tags to specify which FortiSwitch units are updated with a zero-touch configuration.

How this guide is organized

This guide is organized into the following chapters:

l How to get started describes what to do to use FortiSwitch Cloud.
l Dashboard describes how to use the Dashboard page to see a snapshot of FortiSwitch activity that occurred in the

last 24 hours.
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Introduction How this guide is organized

l Switch describes how to use the Switch page to manage the FortiSwitch configuration, to view the switch topology,
and to use switch tags.

l Configuration describes how to use the Configuration page to configure switches and interfaces and to create, edit,
and delete trunks.

l Monitor describes how to use the Monitor page to check MAC addresses, logs, and the configuration and upgrade
status.

l My Account describes how to use the My Account page to add, edit, and remove user accounts and to change your
notification settings.

FortiSwitch Cloud Administration Guide
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How to get started Using the correct switch management mode for cloud management

How to get started

NOTE: The following are the requirements to use all of the features of FortiSwitch Cloud:

l Register your FortiSwitch units with Fortinet Support (https://support.fortinet.com).
l Check that your FortiSwitch units are running FortiSwitchOS 6.0.0 or later.
l Check that your FortiSwitch units are connected to the Internet.
l Subscribe to FortiCare (https://www.fortinet.com/support-and-training/support-services/forticare-support.html).
l Find the cloud key assigned to each FortiSwitch unit. If you already own FortiSwitch units or receive FortiSwitch

units that do not have a cloud key on a unit, contact your Fortinet partner or reseller for the unique cloud key
assigned to each FortiSwitch serial number.

l Purchase a FortiSwitch Cloud Management license through authorized Fortinet resellers and distributors if you
want to manage more than three FortiSwitch units. Using FortiSwitch Cloud is free for the first three registered
FortiSwitch units. If you manage more than three registered FortiSwitch units without a FortiSwitch Cloud
Management license, the additional FortiSwitch units will have reduced functionality in FortiSwitch Cloud after a
grace period.

a. After you purchase a FortiSwitch Cloud Management license, you need to register it in your FortiCare
account.

b. FortiSwitch Cloud will automatically import the license from your FortiCare account during its regular
license check. Depending on when the license was registered, there might be a delay before the license is
available in FortiSwitch Cloud.

l Set your FortiSwitch units to the standalone mode.
l Check that the system time on your FortiSwitch units is accurate. To set the time on your FortiSwitch unit, see the
FortiSwitchOS Administration Guide—StandaloneMode.

To get started using FortiSwitch Cloud, follow these procedures:

1. Using the correct switch management mode for cloud management
2. Enabling and disabling cloud management
3. Logging in to FortiSwitch Cloud
4. Adding your FortiSwitch units to FortiSwitch Cloud

Using the correct switch management mode for cloud management

To manage a FortiSwitch unit from FortiSwitch Cloud, make certain that the switch management mode is set to
local using the following commands on your FortiSwitch unit:

config system global
set switch-mgmt-mode local

end

If your FortiSwitch unit is in FortiLink mode, you need to change your switch management mode to local and also
run the following command on your FortiGate unit:

execute switch-controller set-standalone <switch-id>

FortiSwitch Cloud Administration Guide
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Using the correct switch management mode for cloud management How to get started

This command returns the FortiSwitch unit to the factory defaults, reboots the FortiSwitch unit, and prevents the
FortiGate unit from automatically detecting and authorizing the FortiSwitch unit.

Checking your FortiSwitch Cloud configuration
To check your FortiSwitch Cloud configuration, use the following commands:

S524DF4K15000024 # config system fsw-cloud
S524DF4K15000024 (fsw-cloud) # get

interval : 45
name : fortiswitch-dispatch.forticloud.com
port : 443
status : enable

Option Description

interval The time in seconds allowed for domain name system (DNS) resolution. The default is 15 seconds.
The range of values is 3-300 seconds.

name The domain name for FortiSwitch Cloud. By default, this field is set to fortiswitch-
dispatch.forticloud.com.

port Port number used to connect to FortiSwitch Cloud. The default is port 443.

status Whether access to FortiSwitch Cloud is enabled or disabled. By default, the status is set to enable.

To check your connections to FortiSwitch Cloud, use the get system fsw-cloud-mgr connection-
info command.

The State-Machine field is set to FSMGR_STATE_READYwhen your FortiSwitch unit is being managed by
FortiSwitch Cloud. The SSL tunnel is the secure communication channel between your FortiSwitch unit and
FortiSwitch Cloud. FortiSwitch Cloud uses the Socket Secure protocol (SOCKS) to communicate with your
FortiSwitch units.

For example:

S524DF4K15000024 # get system fsw-cloud-mgr connection-info

User Account-ID: : 012345
Dispatch Service : IP= xx.xx.xx.xx
SSL verify Code : ok
Access Service : IP= xx.xx.xx.xx, Port= 443, Connected on: 2018-11-28
10:59:32
Bootstrap Service : hostname= xxxxxxxxxx, Port= 8000

Remote Assistance : Disabled.
State-Machine : State= FSMGR_STATE_READY, Event= EV_READY_HBEAT_GOOD

SSL Local End-Point : Interface: mgmt, IP: xx.xx.xx.xx
SSL Tunnel Uptime : Days: 0 Hours: 2 Mins: 22 [Connected @2018-11-28 10:59:32]
SSL Tunnel stats : restart-count= 4, Reason= Configuration Change

Stats:

10 FortiSwitch Cloud Administration Guide
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How to get started Enabling and disabling cloud management

========
Switch Keep Alive Tx/Reply := 45 / 45
Manager Keep Alive Rx/Error := 45 / 0

Socks Req Rx/Last Stream-ID := 224 / 14
Reset Req Rx/last Stream-ID := 8 / 12
Goaway Req Rx := 0
Unknown Req Rx := 0

Syslog FD/Tx/Err := 8 / 3 / 0

Used SOCKS stream-id:
=======================
SID SockFd State Description
___ ______ _____ _______________
18 10 DATA REST REQ
5 0 DATA SYSLOG DATA

Enabling and disabling cloud management

To allow your FortiSwitch unit to be managed by FortiSwitch Cloud, use the following commands:

config system fsw-cloud
set status enable

end

If you want to remove a FortiSwitch unit from FortiSwitch Cloud, use the following commands:

config system fsw-cloud
set status disable

end

Logging in to FortiSwitch Cloud

You do not need to create a separate account for FortiSwitch Cloud. You can use your FortiCare account to log in.

NOTE: You cannot use an existing FortiCloud account for FortiSwitch Cloud.

To log in to FortiSwitch Cloud:

1. Go to https://fortiswitch.forticloud.com.

FortiSwitch Cloud Administration Guide
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Logging in to FortiSwitch Cloud How to get started

2. Select Login.

3. Enter your FortiCare account identifier and enter your password.
4. Select LOGIN.

The first time that you log in, a special landing page appears. To bypass the landing page in the future, clear the

12 FortiSwitch Cloud Administration Guide
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How to get started Adding your FortiSwitch units to FortiSwitch Cloud

Show this page on login checkbox.

5. Select Proceed to Account.

Adding your FortiSwitch units to FortiSwitch Cloud

You need a cloud key to add your FortiSwitch unit to FortiSwitch Cloud. New FortiSwitch units will have pre-
assigned cloud keys. If you already own FortiSwitch units or receive FortiSwitch units that do not have a cloud key
on a unit, contact your Fortinet partner or reseller for the unique cloud key assigned to each FortiSwitch serial
number.

After you have logged in to FortiSwitch Cloud, you need to add each FortiSwitch unit to FortiSwitch Cloud. If you
have a bulk key, you can add multiple FortiSwitch units to FortiSwitch Cloud at the same time.

To add FortiSwitch units to FortiSwitch Cloud:

1. Go to Switch > Switches and select Add Switch.

FortiSwitch Cloud Administration Guide
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Adding your FortiSwitch units to FortiSwitch Cloud How to get started

2. To add one FortiSwitch unit, select Regular Key. To add multiple FortiSwitch units, select Bulk Key.

3. Enter the cloud key or bulk key and select Save.
The Switches pane lists all managed FortiSwitch units.
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Dashboard

Dashboard

Select Dashboard to see a snapshot of FortiSwitch activity that occurred in the last 24 hours:

The Dashboard page provides the following statistics:

l The number and percentage of managed devices that are online
l The number and percentage of Power over Ethernet (PoE) ports that are being used
l The number of Watts and the percentage of PoE power delivered
l The number of critical events in the last 24 hours

The graphs on the Dashboard page show the following:

l Howmany bits per second were transmitted in the last 24 hours
l Howmany bits per second were received in the last 24 hours
l The number of active clients in the last 24 hours

Select Refresh to update the statistics and graphs.

On the Dashboard page, you can focus on the critical events for specific devices by entering part or all of a host
name in the Search field.

FortiSwitch Cloud Administration Guide
Fortinet, Inc.
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Switches Switch

Switch

Select Switch to manage the FortiSwitch configuration, to view the switch topology, and to add switch tags. Use
the left pane for navigation:

You can select the following options from the left pane:

l Switches
l Topology
l Switch Tags

Switches

The Switches pane lists the FortiSwitch units managed by FortiSwitch Cloud and gives the serial number, host
name, model, IP address, firmware version, connection time, and status of each FortiSwitch unit.

To update the FortiSwitch list, select Refresh.

To find a specific FortiSwitch unit, enter part or all of the serial number in the Search field.

To filter the list of FortiSwitch units by tag, select and the tag to filter with. If you select multiple tags to filter
with, the results are FortiSwitch units that are tagged with one or more of the selected tags.

You can use the Search field and the Filter with Tags field together to find FortiSwitch units that contain the
search term and are tagged with the selected tag.

Hovering over a host name shows which tags have been assigned to that FortiSwitch unit.

16 FortiSwitch Cloud Administration Guide
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Switch Switches

Select the serial number to see more information about each FortiSwitch unit.

You can perform the following tasks from the Switches pane:

l Adding your FortiSwitch units to FortiSwitch Cloud
l Applying tags to a FortiSwitch unit
l Removing a FortiSwitch unit from FortiSwitch Cloud
l Upgrading the firmware for a FortiSwitch unit
l Downloading the FortiSwitch configuration to your computer
l Saving the FortiSwitch configuration to FortiSwitch Cloud
l Applying a configuration file to a FortiSwitch unit
l Using the FortiSwitch CLI
l Using the FortiSwitch GUI

Applying tags to a FortiSwitch unit
Tags allow you to group FortiSwitch units by model, location, department, owner, and so on. You can add more
than one tag to a FortiSwitch unit.

To apply a tag to a FortiSwitch unit:

1. Select by the host name of the FortiSwitch unit that you want to tag.

2. Select to see a list of existing tags. Select which tags that you want to apply.
3. If you want to create a new tag, enter a name and select Enter New Name.
4. Select Apply.

FortiSwitch Cloud Administration Guide
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Switches Switch

Removing a FortiSwitch unit from FortiSwitch Cloud

To remove a FortiSwitch unit from FortiSwitch Cloud:

1. Select in the row for the FortiSwitch unit that you want to remove from FortiSwitch Cloud.

2. Select OK to remove the FortiSwitch unit from FortiSwitch Cloud.

Upgrading the firmware for a FortiSwitch unit

To upgrade the firmware for a FortiSwitch unit:

1. Select in the row for the FortiSwitch unit that needs to be upgraded.

2. Select Firmware List or Local Image File.
3. Select the firmware image for the upgrade.

4. Select Save or to upgrade.

Downloading the FortiSwitch configuration to your computer

To download the FortiSwitch configuration:

Select in the row for the FortiSwitch unit of interest. The configuration is saved as a .txt file.

18 FortiSwitch Cloud Administration Guide
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Switch Switches

Saving the FortiSwitch configuration to FortiSwitch Cloud

To save the configuration of a FortiSwitch unit to FortiSwitch Cloud:

1. Select in the row of the FortiSwitch unit that you want to save the configuration of.

2. Enter a description of the configuration file.
3. Select Save.

Configuration files are listed in Configuration > Config Backup/Restore.

Applying a configuration file to a FortiSwitch unit

To apply a configuration file that has been saved to your computer to a FortiSwitch unit:

1. Select in the row of the FortiSwitch unit that needs the configuration restored.

2. Select Choose Files.
3. Select the configuration file to apply.
4. Select Open.

5. Select to apply the configuration.

Using the FortiSwitch CLI

To use the CLI for a FortiSwitch unit:

1. Select in the row of the FortiSwitch unit that you want to access.
2. In the CLI window, log in with your credentials for the FortiSwitch unit.

FortiSwitch Cloud Administration Guide
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Topology Switch

Using the FortiSwitch GUI

To use the GUI for a FortiSwitch unit:

1. Select in the row of the FortiSwitch unit that you want to access.
2. Log in with your credentials for the FortiSwitch unit.

Topology

The Topology pane shows each managed FortiSwitch unit and which ports are connected to other devices and
FortiSwitch units.

By default, only topologies containing more than one FortiSwitch unit are displayed. To display single FortiSwitch
topologies, move the Hide Single Switches slider.

To update the topology display, select Refresh.

To filter the FortiSwitch units by tag, select and the tag to filter with. If you select multiple tags to filter with, the
results are FortiSwitch units that are tagged with one or more of the selected tags.

To examine the details of the topology, select .

Switch Tags

The Switch Tags pane allows you to create and assign tags to FortiSwitch units to form groups of switches.
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Switch Switch Tags

To find a specific tag, enter part or all of the tag in the Search field.

To update the list of available tags, select Refresh.

You can perform the following tasks from the Switch Tags pane:

l Creating a switch tag
l Editing a switch tag
l Deleting a switch tag on page 22

Creating a switch tag
You can create a switch tag assign to FortiSwitch units to create a group of similar switches.

To create a switch tag:

1. Go to Configuration > Switch Tags.
2. Select Add.

3. Enter the name of the switch tag.

4. Select to specify which FortiSwitch units to associate the tag with.
5. Select Save.

The switch tag is listed on the Switch Tags pane.

FortiSwitch Cloud Administration Guide
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Switch Tags Switch

Editing a switch tag
After creating a switch tag, you can change with FortiSwitch units are assigned to the tag.

To edit a switch tag:

1. Select in the row for the switch tag that you want to edit.

2. Make your changes in the Edit Switch Tags dialog box.
3. Select Save to apply your changes.

Deleting a switch tag

To delete a switch tag:

1. Select in the row of the switch tag that you want to delete.

2. Select OK to delete the switch tag.
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Configuration Zero Touch Configurations

Configuration

Select Configuration to configure switches and interfaces and to create, edit, ad delete trunks. Use the left pane
for navigation:

You can select the following options from the left pane:

l Zero Touch Configurations
l Scheduled Upgrade
l Configuration Backup/Restore
l Ports
l Interfaces
l Trunk/Link Aggregation

Zero Touch Configurations

The Zero Touch Configurations pane allows you to apply the same configuration to all FortiSwitch units of a
specific model. To see the status of active zero-touch configurations, seeMonitor > Zero Touch Config Status.

To find a specific model or firmware version, enter part or all of the model number or firmware name in the Search
field.

To update the list of zero-touch configurations, select Refresh.

You can perform the following tasks from the Zero Touch Configurations pane:

l Creating a zero-touch configuration
l Enabling a zero-touch configuration

FortiSwitch Cloud Administration Guide
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Zero Touch Configurations Configuration

l Editing a zero-touch configuration
l Deleting a zero-touch configuration

Creating a zero-touch configuration
NOTE: Do not include the same switch or switches in both a zero-touch configuration and a scheduled upgrade.

To create a zero-touch configuration:

1. Go to Configuration > Zero Touch Configurations.
2. Select Add.

3. Select Tags orModel.
If you select Tags, select one or more switch tags to apply the zero-touch configuration to. If you select Model,
select a FortiSwitch model to apply the zero-touch configuration to.

4. If you want to change the firmware version, select the firmware image to apply.
Only available firmware images are listed.

5. Enter the CLI commands to apply to the selected FortiSwitch model.
Refer to the FortiSwitchOS CLI Reference for available commands.
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Configuration Zero Touch Configurations

6. If you want to exclude one of more FortiSwitch unit of the selected model, enter the serial numbers, separated by
a comma.

7. Select Save.
The zero-touch configuration is listed on the Zero-Touch Configurations pane.

Enabling a zero-touch configuration
By default, a zero-touch configuration is disabled. After you enable the zero-touch configuration, the CLI
commands that were entered in the Add Zero Touch Configuration dialog box are run once on all FortiSwitch
units of the specified model when they connect to FortiSwitch Cloud. FortiSwitch units that are already connected
to FortiSwitch Cloud are not configured.

To enable a zero-touch configuration, move the Status slider in the row of the zero-touch configuration that you
want to run.

FortiSwitch Cloud Administration Guide
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Zero Touch Configurations Configuration

Editing a zero-touch configuration

To edit a zero-touch configuration:

1. Select in the row for the zero-touch configuration that you want to edit.

2. Make your changes in the Edit Zero Touch Configuration dialog box.
3. Select Save to apply your changes.
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Configuration Scheduled Upgrade

Deleting a zero-touch configuration

To delete a zero-touch configuration:

1. Select in the row of the zero-touch configuration that you want to delete.

2. Select OK to delete the zero-touch configuration.

Scheduled Upgrade

The Scheduled Upgrade pane allows you to specify when the FortiSwitch firmware will be upgraded. You can
schedule firmware upgrades during off-peak hours and stagger the upgrade times for each FortiSwitch model to
lower the impact on the network.

To find a specific switch or tag, enter part or all of the switch or tag name in the Search field.

To update the status of the scheduled upgrades, select Refresh.

You can perform the following tasks from the Scheduled Upgrade pane:

l Scheduling a firmware upgrade
l Editing a scheduled upgrade
l Deleting a scheduled upgrade

Scheduling a firmware upgrade
NOTE: Do not include the same switch or switches in both a zero-touch configuration and a scheduled upgrade.
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Scheduled Upgrade Configuration

To specify when the FortiSwitch firmware will be upgraded:

1. Go to Configuration > Scheduled Upgrade.
2. Select Add.

3. Select Tags or Switches.

4. Select to choose one or more switch tags or choose one or more FortiSwitch units.
NOTE:Only switches of the same model as the selected firmware image are upgraded.

5. Select the date and time when you want the firmware upgraded.
6. Select the firmware image to apply.

Only available firmware images are listed.
7. Select Save.

The scheduled upgrade is listed on the Scheduled Upgrade pane and the Scheduled Upgrade Status pane. The
status is Pending until the upgrade has finished.
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Configuration Scheduled Upgrade

Editing a scheduled upgrade

To edit a scheduled upgrade:

1. Select in the row for the scheduled upgrade that you want to edit.

2. Make your changes in the Edit Scheduled Upgrade Configuration dialog box.
3. Select Save to apply your changes.

Deleting a scheduled upgrade

To delete a scheduled upgrade:

1. Select in the row of the scheduled upgrade that you want to delete.

2. Select OK to delete the scheduled upgrade.
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Configuration Backup/Restore Configuration

Configuration Backup/Restore

The Configuration Backup/Restore pane allows you to edit an imported configuration file and to manage saved
configuration files.

To update the list of available configuration files, select Refresh.

You can perform the following tasks from the Config Backup/Restore pane:

l Importing and editing a configuration file
l Viewing a configuration file
l Cloning a configuration file
l Deleting a configuration file
l Downloading a configuration file to your computer
l Applying a configuration file to a FortiSwitch unit

Importing and editing a configuration file
After you download the configuration file from one FortiSwitch unit, you can then import and edit it.
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Configuration Configuration Backup/Restore

To import and edit a configuration file:

1. Select Import.

2. Select Choose File, navigate to the downloaded configuration file, and select Open.
3. If you want to edit the configuration file, enter your changes.
4. If you want to use the configuration file on a different FortiSwitch model, select the FortiSwitch model from the

drop-down list.
5. If you want to use the configuration file on a different FortiSwitch unit, select the FortiSwitch serial number from

the drop-down list.
6. Enter a description of your changes.
7. Select Save.

The edited configuration file is listed in the Config Backup/Restore pane.

Viewing a configuration file

To open a configuration file, select in the row of the configuration file that you want to examine.
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Configuration Backup/Restore Configuration

Cloning a configuration file
When you clone a configuration file from one FortiSwitch unit, you can then edit the clone and then apply it on a
different FortiSwitch unit.

To clone a configuration file:

1. Select in the row of the configuration file that you want to clone.

2. Select the serial number of the FortiSwitch unit that you want to use the edited configuration file on.
3. Make the changes to the configuration file.
4. Enter a description of your changes.
5. Select Save.

The clone is listed in the Config Backup/Restore pane.
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Configuration Ports

Deleting a configuration file

To delete a configuration file:

1. Select in the row of the configuration file that you want to delete.

2. Select OK to delete the configuration file.

Downloading a configuration file to your computer

To download a configuration file from FortiSwitch Cloud to your computer, select in the row of the
configuration file that you want to download. The configuration file is saved as a .txt file.

Applying a configuration file to a FortiSwitch unit
You can apply a configuration file that you saved to FortiSwitch Cloud to a FortiSwitch unit.

To apply a configuration:

1. Select in the row of the configuration that you want to apply.

2. Select OK to apply the configuration file to the host name in the same row as the configuration file.

Ports

The Ports pane allows you to change the administrative status and PoE status of one or more FortiSwitch ports.
See Configuring FortiSwitch ports.
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Ports Configuration

To find a specific FortiSwitch unit, enter part or all of the serial number in the Search field.

To update the list of FortiSwitch units and their ports, select Refresh.

To filter the list of FortiSwitch units by tag, select and the tag to filter with. If you select multiple tags to filter
with, the results are FortiSwitch units that are tagged with one or more of the selected tags.

You can use the Search field and the Filter with Tags field together to find FortiSwitch units that contain the
search term and are tagged with the selected tag.

To see the ports for a FortiSwitch unit, select .

Configuring FortiSwitch ports

To configure FortiSwitch ports:

1. Select to the left of each FortiSwitch unit that you want to configure.
2. Select the ports that you want to change.
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Configuration Interfaces

3. Select Config.

4. Select up or down in the Admin Status drop-down list.
5. Select enable or disable in the POE Status drop-down list.

NOTE: If you select ports from more than one FortiSwitch units, the POE Status drop-down list is not displayed.
6. Select Save to apply your changes.

Interfaces

The Interfaces pane lists all interfaces for each managed FortiSwitch unit.

To find a specific FortiSwitch unit, enter part or all of the host name in the Search field.

To update the list of FortiSwitch units and their ports, select Refresh.

To filter the list of FortiSwitch units by tag, select and the tag to filter with. If you select multiple tags to filter
with, the results are FortiSwitch units that are tagged with one or more of the selected tags.

You can use the Search field and the Filter with Tags field together to find host names that contain the search
term and are tagged with the selected tag.

Select the host name to see more information about each FortiSwitch unit.

To see the interfaces for a FortiSwitch unit, select by the host name of interest.
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Interfaces Configuration

You can perform the following tasks from the Interfaces pane:

l Configuring an interface
l Creating a trunk

Configuring an interface

To configure a FortiSwitch interface:

1. Select to the left of the FortiSwitch unit that you want to change.
2. Select the interfaces that you want to configure.
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Configuration Interfaces

3. Select Config.

4. Enter the VLAN identifiers for native VLANs, allowed VLANs, and untagged VLANs. Separate the identifiers with a
comma.

5. Select Save to change the interface.

Creating a trunk
NOTE: You cannot include an internal interface or a port that is already a member of another trunk in a new trunk.

To create a trunk:

1. Select to the left of the FortiSwitch unit that you want to add a trunk to.
2. Select the interfaces that you want to include in the trunk.
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Interfaces Configuration

3. Select Create Trunk.

4. Enter a name for the new trunk in the Trunk Interface Name field.
Avoid using special characters, such as <, >, (,), #, ', and ".

5. (Optional) Add a description of the trunk in the Description field.
6. Select the port selection criteria:

o dst-ip—destination IP address
o dst-mac—destination MAC address
o src-dst-ip—source or destination IP address
o src-dst-ip-xor16—source and destination IP address
o src-dst-mac—source or destination MAC address
o src-ip—source IP address
o src-mac—source MAC address

7. Select the mode:
l lacp-active—active LACP
l lacp-passive—passive LACP
l static—static link aggregation

8. Select McLAG if you want to create an MCLAG.
You cannot select bothMcLAG andMcLAG-ICL for a trunk.

9. Select McLAG-ICL if you are creating an ICL for an MCLAG.
Only one MCLAG-ICL trunk can be configured for each managed FortiSwitch unit. You cannot select bothMcLAG
andMcLAG-ICL for a trunk.

10. Select Save.
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Configuration Trunk/Link Aggregation

Trunk/Link Aggregation

The Trunk/Link Aggregation pane lists all trunks that have been configured.

To find a specific trunk, enter part or all of the name in the Search field.

To update the list of trunks, select Refresh.

To filter the list of FortiSwitch units by tag, select and the tag to filter with. If you select multiple tags to filter
with, the results are FortiSwitch units that are tagged with one or more of the selected tags.

You can use the Search field and the Filter with Tags field together to find FortiSwitch units that contain the
search term and are tagged with the selected tag.

You can perform the following tasks from the Trunk/Link Aggregation pane:

l Creating a trunk
l Deleting a trunk
l Editing a trunk

Deleting a trunk

To delete a trunk:

1. Select in the row of the trunk that you want to delete.

2. Select OK to delete the trunk.
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Trunk/Link Aggregation Configuration

Editing a trunk

To edit a trunk:

1. Select in the row of the trunk to edit.

2. (Optional) Add a description of the trunk in the Description field.
3. Select the port selection criteria:

o dst-ip—destination IP address
o dst-mac—destination MAC address
o src-dst-ip—source or destination IP address
o src-dst-ip-xor16—source and destination IP address
o src-dst-mac—source or destination MAC address
o src-ip—source IP address
o src-mac—source MAC address

4. Select the mode:
l lacp-active—active LACP
l lacp-passive—passive LACP
l static—static link aggregation

5. Select McLAG if you want to create an MCLAG.
6. Select McLAG-ICL if you are creating an ICL for an MCLAG.
7. Select Save.
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Monitor Mac Addresses

Monitor

Select Monitor to check MAC addresses, logs, and the configuration and upgrade status. Use the left pane for
navigation:

You can select the following options from the left pane:

l Mac Addresses
l System Log
l Audit Log
l Zero Touch Config Status
l Scheduled Upgrade Status

Mac Addresses

The Mac Addresses pane lists all MAC address and the corresponding host name and interface.

To update the MAC address list, select Refresh.

To find a MAC address, enter part or all of the MAC address in the Search field.

To update the system log, select Refresh.

You can use the Search field to filter by severity level or message content.
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System Log Monitor

System Log

The System Log pane lists system events for the last two weeks for all managed FortiSwitch units.

To update the system log, select Refresh.

You can use the Search field to filter by severity level or message content.

Audit Log

The Audit Log pane lists changes for all managed FortiSwitch units.

To update the audit log, select Refresh.
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Monitor Zero Touch Config Status

To find which changes a specific user made, enter part or all of the user name in the Search field.

Zero Touch Config Status

The Zero Touch Config Status pane lists the status of the zero-touch configurations. The status can be one of the
following:

l Upgrade firmware—The firmware is being upgraded on the specified host names.
l Apply configuration command—The CLI commands entered in the Add Zero Touch Configuration dialog box are

being run.
l Complete—The firmware has been upgraded, or the CLI commands have been run.
l Failure—The firmware has not been upgraded, or the CLI commands have not been run.

To find a specific switch, enter part or all of the host name or model number in the Search field.

To update the status of the zero-touch configurations, select Refresh.

Scheduled Upgrade Status

The Scheduled Upgrade Status pane lists the status of the scheduled firmware upgrades. The status can be one
of the following:

l Pending—The scheduled time and date for the firmware upgrade have not occurred yet.
l Download firmware—The firmware image is loading on the FortiSwitch unit.
l Complete—The firmware has been upgraded.
l Failure—The firmware has not been upgraded. Check that the firmware image is for the same model as the

selected switches.
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Scheduled Upgrade Status Monitor

To find a specific switch, enter part or all of the host name or model number in the Search field.

To update the status of the scheduled upgrades, select Refresh.
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My Account Scheduled Upgrade Status

My Account

Select My Account to add, edit, and remove user accounts and to change your notification settings.

You can select the following options from the left pane:

l My Account
l Notification Settings
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My Account My Account

My Account

The My Account pane provides user and license information.

To update the user list, select Refresh.

To find a specific user, enter part or all of the user name in the Search field.

You can perform the following tasks from the My Account pane:

l Adding a user account
l Editing a user account
l Deleting a user account
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My Account My Account

Adding a user account

To add a user account:

1. Select AddUser.

2. Enter the FortiCare account identifier.
3. Select the role:

o AViewer cannot make any changes.
o AUser can make limited changes.
o An Admin can make any change.

4. Select Save.

Editing a user account

To edit a user account:

1. Select in the row of the user account that you want to edit.

2. If you are an Admin, you can change the user role.
o AViewer cannot make any changes.
o AUser can make limited changes.
o An Admin can make any change.

3. Select Save.
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Notification Settings My Account

Deleting a user account

To delete a user account:

1. Select in the row of the user account that you want to delete.

2. Select OK to delete the user account.

Notification Settings

The Notification Settings pane controls email notifications.

To set up an email notification:

1. Select 5, 10, 15, 30, or 60 minutes before FortiSwitch Cloud sends an email notification that a FortiSwitch unit is
offline.

2. Select and then select one or more users to be notified. If no users are selected, FortiSwitch Cloud will not
send email notifications.

3. Select Save.
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